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Abstract

Building Management Systems (BMS) play a pivotal role in enhancing energy efficiency, operational reliability, occupant
comfort, and sustainability in modern buildings. At the core of BMS functionality are communication protocols that enable
seamless data exchange between heterogeneous devices and subsystems. This paper presents an analytical study of widely
adopted communication protocols used in BMS, including BACnet, Modbus, MS/TP, KNX, Lon Works, OPC, and emerging
IP-based protocols. A qualitative comparative framework is employed to evaluate these protocols based on interoperability,
scalability, security, cost, and application suitability. The findings indicate that open protocols such as BACnet and KNX offer
superior interoperability and long-term scalability, while Modbus and MS/TP remain cost-effective solutions at the field-
device level. However, protocol fragmentation, cybersecurity vulnerabilities, and integration complexity continue to challenge
multi-vendor BMS deployments. The study highlights the growing importance of IP-based and secure communication
frameworks and provides insights to assist designers and facility managers in selecting appropriate protocols for future-ready
smart building environments.

Keywords: Building Management System, Communication Protocols, BACnet, Modbus, KNX, OPC, Smart Buildings,
Automation

Introduction = International standards (ASHRAE, ISO),

The rapid evolution of smart buildings and intelligent = Manufacturer documentation,

infrastructure has significantly increased the demand for = Real-world BMS implementation practices.

advanced Building Management Systems (BMS). A BMS

integrates  mechanical, electrical, and electromechanical A comparative evaluation framework is developed using the
services such as heating, ventilation, air conditioning following criteria:

(HVAC), lighting, access control, fire detection, and energy = Interoperability: Ability to integrate multi-vendor
monitoring into a centralized supervisory platform. devices.

Effective communication among these subsystems is  w  Scalability: Suitability for small to large-scale
essential for achieving operational efficiency, reliability, deployments.

and sustainability. = Security: Built-in or extensible cybersecurity
Communication protocols form the backbone of BMS by mechanisms.

defining data structures, transmission rules, and interaction = Cost: Implementation and lifecycle cost considerations.

mechanisms between sensors, controllers, and supervisory = Application Suitability: Field-level, automation-level,
systems. The increasing adoption of multi-vendor systems or enterprise-level usage.

and loT-enabled devices has intensified the need for
interoperable, scalable, and secure communication
standards. This study analytically examines major
communication protocols used in BMS and evaluates their

Protocols are analyzed and compared using this framework
to assess their strengths, limitations, and optimal application

s . S . . contexts.
suitability for diverse building automation scenarios.
L 4. Literature Review

2. Objectives . A Building Management System is a computer-based
The primary objectives of thl_s study are to_: ) control system installed in buildings to monitor and manage
1. Examine the operational ~ principles —of major building services. The primary objectives of a BMS include:

communication protocols used in BMS. = Energy efficiency optimization
2. Compare protocols based on interoperability, =  Enhanced occupant comfort

scalability, security, cost, and application suitability. =  Centralized monitoring and control
3. Identify integration challenges in multi-vendor BMS =  Fault detection and diagnostics

environments. = Reduced operational and maintenance costs
4. Highlight emerging trends in IP-based and secure

communication frameworks. A typical BMS architecture consists of field devices

(sensors and actuators), controllers, communication

3. Research Methodology networks, and supervisory software. Communication
This study adopts a qualitative analytical research protocols define how data flows between these components
methodology based on an extensive review of: and ensure reliable system operation.

= Peer-reviewed journal articles,
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Communication Protocols in Building Management
Systems

Role of Communication Protocols

Communication protocols define the rules, data formats,
timing, and error handling mechanisms for data exchange
between devices. In BMS, protocols enable:

=  Inter-device communication

= Integration of multi-vendor equipment

= Real-time monitoring and control

= Data logging and analytics

Protocols can be broadly classified into open protocols and
proprietary protocols.

Major Communication Protocols Used in BMS

BACnet (Building Automation and Control Networks)
BACnet is an open communication protocol specifically
developed for building automation and control systems. It is
standardized under 1SO 16484-5.

Key Features

= Vendor-independent interoperability
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Supports multiple communication media (Ethernet, IP,
MS/TP)

Scalable for small to large buildings

Open protocol for building automation and control
networks

Standardized by the American Society of Heating,

Refrigerating, and Air Conditioning Engineers
(ASHRAE).
= Facilitates communication between devices and

systems from various manufacturers.

Limitations

= Requires proper
complexity
Cybersecurity concerns if not properly secured

configuration to avoid network

Interface control document (ICD)

The following information is required from the
manufacturer to enable integration of the system with BMS
gateways or Server. Here provided an example of ICD

Information Exchange Form for software integration between BMS & guest room monitoring system (GRMS)

Name of the BMS supplier:

Honeywell International Middle East Ltd.

Name of the BMS System:

Enterprise Buildings Integrator (EBI)

Communication Protocol:

BACNET/IP

IP address detail of BACNet Gateway Device:

Shall be assigned by BMS specialist upon receiving from ICT team.

Following Information to be fi lled by the System Supplier:

Name of the System Supplier:

System Type:

GRMS

Location Interface Device/System:

Name of BACNET Device/ Gateway:

Device ID / BACNET Instance ID:

11001 to 14999 (Reserved Range for GRMS)

Note: Further to the T&C regards to the System, the Specialist system supplier shall provide a detailed list of all units along with their
corresponding Device IDs as referenced herein

SI. No. Point Description BACNet yaria}ble/ _ BA_CNet Point Type (AI/AO/BI/ Remarks
Point Name| Engineering Unit Object ID BO/AV/BV/ MV)
1 Space temperature °C
2 Space temperature SetPoint °C
3 Occupied / LSJtr;(t)Sé;upled mode Occupied / unoccupied
4 Sold / unsold Mode status Sold / Unsold
5 Fan speed command status Low/Hi/Med/Off Multi-state Point
6 Control valve command status %
7 Door / Window Switch Open /Close
8 Supply Air temperature °C
9 Return Air Temperature °C
Modbus = Can be used for connecting industrial electronic
Modbus is one of the oldest and most widely used devices.
communication protocols in industrial and building .
automation. leltgtl_ons
Key Features: . L|m|te_d d_ata strupture .
= " Simple and easy to implement = No b_unt-ln security mechanlsrr_ls
= Cost-effective = Not ideal for complex automation systems
=  Widely supported by field devices Interface control document (ICD)
= A serial communication protocol developed by The following information is required from the
Modicon. manufacturer to enable integration of the system with BMS

Widely used due to its simplicity and reliability.

gateways or master devices. Here provided an example of
ICD

Information Exchange Form for software integration between BMS and VFD

Name of the BMS supplier:

Honeywell International Middle East Ltd.

Name of the BMS System:

Enterprise Buildings Integrator (EBI)
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Type of Interface:

MODBUS Master

Communication Protocol:

MODBUS/RTU (RS-485)

Following Information to be filled by the System Supplier:

Name of the System Supplier:

System Type: VFD
Location Interface Device/System:
Name of Modbus Slave Device:
Device ID of Modbus Slave Device:
Baud rate E.g. 19200
Parity E.g. Even
Stop bit Eg. 1

Protocol change)

BACNet device ID is not applicable for MODBUS Protocol even reserved the ID 28001 to 28999 (Reserved Range for VFD incase of the

corresponding Device IDs as referenced herein

Note: Further to the T&C regards to the System, the Specialist system supplier shall provide a detailed list of all units along with their

S| Variable/ gﬂeo?g[l;i Modbus Data Type & | Word & Byte | Bit No. for bit SCALE if

: . Engineerin g Unit 9 . BIT(i.e. 16bit | Order (Bigor |Packed Register| applica ble
No Point Name Type (Input [Register| . . : : . |Remarks

(E.g. Alarm/Nor Reg. Holding INumber Integer, UINT3| Little Endia (if required (Exampl e:
mal. Amp) 9 9 2 Floatin g etc.) n etc.) any) multiply by.01)
Reg etc.)
1 Frequency
2 Average Current
3 Average Voltage
4 Speed RPM
5 High Temperature
Alarm

linformation Exchange Form for software integration between BMS and PMU-Central Display Unit

Name of the BMS supplier:

Honeywell International Middle East Ltd.

Name of the BMS System:

Enterprise Buildings Integrator (EBI)

Type of Interface:

Modbus Master

Communication Protocol:

Modbus TCP/IP

Following Information to be filled by the System Supplier:

Name of the System Supplier:

System Type:

PMU-Central Display Unit

Location Interface Device/System:

Name of Modbus Slave Device:

IP address detail of Modbus Slave Device:

Shall be provided by BMS specialist upon receiving from ICT team.

Device ID of Modbus Slave Device:

Display Unit incase of the Protocol change)

BACNet device ID is not applicable for MODBUS Protocol even reserved the ID 32001 to 35999 (Reserved Range for PMU-Central

corresponding Device IDs as referenced herein

Note: Further to the T&C regards to the System, the Specialist system supplier shall provide a detailed list of all units along with their

E\;‘;Laet:ﬁ/n Ili\z/le%(ijsbtléi Modbus D_ata Type Word & I_3yte Bit No. for_bit
Sl. No. Point Name g Unit (E.g. | Type (Input |Register (i.e. 16bit Or_der (Blg_or Pa<_:ked R_eglster Remarks

Alarm/Nor | Reg, Holding |Number In'_ceger, Little Endia | (if required
mal. Amp) Reg etc.) Floatin g etc.) n etc.) any)

1 Real Power or Energy

Consumption-KWH

2 Power Factor-PF

3 Frequency-HZ

4 Average Volts L-L

5 Average Volts L-N

6 Average Phase Current

7 Neutral Current

8 Real Power (W)

KNX

KNX is an open standard widely used for building and home automation, especially in Europe.

Key Features

= Highly decentralized architecture
= Suitable for lighting, shading, and HVAC control
= Strong interoperability
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Limitations
= Higher initial installation cost
= Requires certified training for implementation

LonWorks
LonWorks is a networking platform used in building
automation that supports distributed intelligence.

Key Features

= Developed by Echelon Corporation.

= Flexible network design

=  Reliable peer-to-peer communication

= Supports networking platform specifically created for
building automation.

= Uses a variety of media, including twisted pair, power
lines, and radio frequency.

Limitations
= Declining adoption compared to BACnet and KNX
= Vendor-specific implementation challenges

IP-Based and Emerging Protocols

With the growth of loT and smart buildings, IP-based
communication protocols such as MQTT and RESTful APls
are gaining attention.

Advantages

= Cloud integration
Scalability

Enhanced data analytics

Challenges

=  Compatibility: Ensuring different protocols can
operate together, especially in large, complex buildings
where technology from numerous vendors is used.

Cybersecurity risks: Protecting data transfer over the
network from unauthorized access and cyber threats.

Latency and Bandwidth: Managing delays in data
transmission and ensuring sufficient bandwidth to
handle communication needs.

OPC (Open Platform Communications)

OPC (Open Platform Communications) is a standardized
communication protocol used to exchange realtime data
between Building Management Systems (BMS) and third-
party systems like SCADA, energy management systems,
analytics platforms, and 10T gateways.

Key Features

1. Vendor-Neutral Interoperability

= Enables integration between HVAC, lighting, fire,
power meters, chillers, etc.

www.multiappliedjournal.com

=  Works across vendors like Siemens,
Schneider, Johnson Controls, etc.

Honeywell,

. Standardized Data Model
=  Points (temperature, pressure,
exposed in a structured format
= Reduces ambiguity in naming and data types

alarms, status) are

Real-Time Data Exchange

= Supports:
= Live monitoring
=  Trending

= Alarms & events
= Suitable for operational dashboards and analytics

. Client-Server Architecture
= QOPC Server: Exposes BMS data
= OPC Client: Consumes data (SCADA, EMS, cloud
apps)

High Security (OPC UA)

=  Encryption (TLS)

= Authentication & authorization

= Certificate-based trust

= Much safer than legacy BACnet/IP exposure

Scalable & Extensible
=  Can integrate a single building or an entire campus
= Works well with enterprise IT and cloud platforms

Limitations

1. Not a Native Field Protocol

= OPC does not talk directly to sensors or controllers

= Still requires field protocols like: BACnet, Modbus &
LonWorks OPC sits above the BMS, not at the device
level.

Licensing & Cost

= OPC servers are often licensed software

= Cost increases with: Number of points, Redundancy &
OPC UA security features 3. Engineering &
Configuration Effort

Requires

= Point mapping

= Namespace design

= Security certificate management (OPC UA)

= More complex than simple protocol gateways

Interface control document (1CD)

The following information is required from the
manufacturer to enable integration of the system with BMS
Server. Here provided an example of ICD

Information Exchange Form for software integration between BMS & verticaltransportation (lift,
Escalator & elevator)

Name of the BMS supplier:

Honeywell International Middle East Ltd.

Name of the BMS System:

Enterprise Buildings Integrator (EBI)

Communication Protocol:

OPC DA Client (BMS Part is Client and Lift part is Server)

IP address detail:

Shall be assigned by BMS specialist upon receiving from ICT team.

Following Information to be filled by the System Supplier:
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Name of the System Supplier:

System Type:

Verticaltransportation (LIFT, Escalator & Elevator)

Location Interface Device/System:

Name of OPC Server Device:

Eg: Kone OPC Data Access Server 2.05A

Program ID of OPC Server Device:

Device ID / BACNET Instance ID:

36501 to 36999 (Reserved Range for verticaltransportation /lift, escalator
& elevator,Can be used incase of Protocol change)

Note: Further to the T&C regards to the System, the Specialist system supplier shall provide a detailed list of all units along with their
corresponding Device IDs as referenced herein

SI. No. Point Description OEIC Tag Variable/ Engineering Unit Obje(?t ID Point Type (If Remarks
ame (If applicable) | applicable)

Points for LIFT

1 Panel Healthy Status Healthy/Unhealthy

2 Common Fault Normal /Alarm

3 Lift Cabin Call alarm Normal/ Alarm

4 Lift Status (Running / Stop) Running / Stop

Point s for Escalator & Elevator

1 Escalator Stopped /Emergency Stop Stopped /Emergency Stop

2 In Service Service / Out of service

3 Main Power On /Off

4 Emergency Power -where applicable Active / Inactive

MS/TP (Master-Slave / Token-Passing)

MS/TP (Master-Slave / Token-Passing) is a field-level
communication protocol used in Building Management
Systems (BMS).

It is part of the BACnet standard, developed by ASHRAE.
MS/TP runs over RS-485 serial wiring and is most
commonly used to connect VAV, FCU and etc.

Key Features

1. Cost-Effective

= Uses simple twisted-pair RS-485 cable

= No Ethernet switches or IP infrastructure needed

= Very economical for large numbers of field controllers

2. Widely Supported

= Supported by almost all major BMS vendors
= |deal for multi-vendor BACnet projects

= Industry default for terminal unit networks

3. Deterministic Communication

= Token-passing ensures predictable access

= No data collisions like Ethernet hubs

= Stable for control and monitoring at field level

4. Long Cable Distance

= RS-485 allows:

= Up to ~1200 meters per trunk (typical)
= Well suited for floors or long corridors

5. Simple Device Integration

Controllers only need:

= MAC address

= Baud rate

= Device instance

= Easy commissioning for standard BMS installations

Native BACnet Objects

= Supports:

= Analog/ Binary Inputs & Outputs
= Schedules

= Alarms

= Trends
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= No protocol conversion needed inside BACnet systems

Limitations
Limited Speed
=  Common baud rates:

= 9.6 kbps

= 19.2 kbps
= 38.4 kbps
= 76.8 kbps

=  Slower than BACnet/IP
= Performance drops as device count increases

Device Count Constraints

Practical limit

= ~30-40 devices per trunk (best practice)
= Too many devices cause:

= Slow polling

= Missed alarms

= Network instability

Wiring Sensitivity

Requires strict RS-485 rules:

= Daisy-chain topology only

=  Proper termination resistors

= Correct grounding and shielding

= Star wiring = communication problems

Troubleshooting Is Manual

Requires

No IP tools like ping or packet capture

=  USB-t0-RS485 adapters

=  Protocol analyzers

=  Physical access

=  Faults can be time-consuming to locate

Limited Scalability

= Not suitable for:

= Campus-wide backbones

= Cloud integration

= High-frequency data analytics

= Usually needs a BACnet/IP router to scale upward
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Single Point of Failure

Cable break or short can take down:

Entire MS/TP segment

Unlike Ethernet, there is no redundancy built in

www.multiappliedjournal.com

Interface control document (ICD)

The following information is required from the
manufacturer to enable integration of the system with BMS
gateways or master devices. Here provided an example of
ICD

Information Exchange Form for software integration between BMS and VAV

Name of the BMS supplier:

Honeywell International Middle East Ltd.

Name of the BMS System:

Enterprise Buildings Integrator (EBI)

Communicatio n Protocol:

BACNET/MSTP

IP address detail of MSTP gateway Device:

Shall be assigned by BMS specialist upon receiving from ICT team.

Baud Rate / Parity /Stop Bits of MSTP gateway Device

38400/ None /1

Following Infor mation to be filled by the System Supplier:

Name of the System Supplier:

System Type:

VARIABLE AIR VOLUME (VAV)

Location Interface Device/System:

Entire Site

Name of MSTP Slave Device VAV:

VAVIH-SD / ALERTON

Device ID / BACNET instance ID of MSTP Slave Device
(VAV):

7001 to 7999 (Reserved Range for CAV and VAV)

Note: Further to the T&C regards to the VAV, the supplier shall provide a detailed list of all VAV units along with their corresponding
Device IDs as referenced herein

S| _ Point Name on Variable/ Point register Point Type Scaling_ of
NO‘ Point Name Slave device / Engineeri ng Unit number (E.g. [(AI/AO/BI/BO/AVI| data (if | Remarks
) VAV AV01) BV) used any)
1 Airflow (L/S) LPS
Effective Airflow setpoint
2 (LS) LPS
3 Space Temperature °C
4 Space Temperatu re set point °C
5 Occupied / unoccupied Occupied /
Mode unoccupied
Comparative Analysis of BMS Protocols
Protocol Interoperability Scalability Security Cost Application Suitability
BACnet High High Medium Medium Large commercial buildings
Modbus Low Low Low Low Field-level devices
MSTP Low Low Low Medium Field-level devices
KNX High Medium Medium High Lighting & room automation
OPC Medium Medium Medium Medium Distributed control systems
LonWorks Medium Medium Medium Medium Distributed control systems
IP-based High High High Medium Smart & loT-enabled buildings

Challenges in Protocol Integration

Despite advancements, several challenges persist in BMS
communication protocols:

Lack of universal standardization

Integration complexity in multi-vendor systems
Cybersecurity vulnerabilities

Skilled manpower requirements

Legacy system compatibility

Addressing these challenges is essential for future-proof
BMS deployments.

Future Trends and Research Scope

Future research in BMS communication protocols may
focus on:

Secure-by-design communication frameworks
Al-driven protocol optimization

Full IP convergence in building automation

Enhanced interoperability standards

Integration with smart grids and renewable energy
systems
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Internet of Things (IoT): Rapid adoption in BMS for
increased connectivity and smart features.

Wireless Protocols: Growing interest in wireless
communication for reduced wiring costs and increased
flexibility.

Conclusion

This analytical study highlights the critical role of
communication protocols in the design and operation of
Building Management Systems. Open protocols such as
BACnet and KNX dominate modern BMS due to their
interoperability and scalability, while Modbus remains
relevant for simple and cost-sensitive applications. As
buildings evolve into intelligent ecosystems, the adoption of
secure, standardized, and IPbased communication protocols
will be essential to ensure efficiency, sustainability, and
long-term system reliability.
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